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Data Privacy Policy - Digiteal (Teal IT SA)

This Privacy Policy is established by Digiteal (Teal IT SA) (hereinafter referred to as "the controller”).

Its purpose is to inform visitors to the website hosted at the following address: www.digiteal.eu
(hereinafter referred to as the "website") of the way in which the data are collected and processed by the
controller.

This Privacy Policy is in line with the controller's wish to act in complete transparency, in compliance with
its national provisions and with Regulation (EU) 2016/679 of the European Parliament and of the Council
of 27 April 2016 on the protection of individuals with regard to the processing of personal data and on the
free movement of such data and repealing Directive 95/46/EC (hereinafter referred to as the "General
Data Protection Regulation").

The controller pays particular attention to the protection of the privacy of its users and therefore
undertakes to take the reasonable precautions required to protect the personal data collected against
loss, theft, disclosure or unauthorised use.

What do you not see when visiting our website?

Each time you visit our website (request or attempt to request data from our server), the information
concerning this request is stored in a log file (Logfile).

In particular, the following data is recorded for each request:
m |P address
Name of requested data
Date and hour of the request
Volume of data transmission
Indication of successful completion
Indication why an application has failed
Operating system and browser software on your computer
Screen resolution
Browser language
Color depth
Plugins of the browser (JavaScript, Flash Player, Java, Silverlight, Adobe Acrobat Reader
etc.)
m As well as the website from which you consult us.

For statistical purposes, the data is stored in log files (Log-Files). We can not link the recorded data to
your person. Nor do we pass the data on to third parties. It is only in case of breach of the law that we
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reserve the right to transmit certain registrations to the competent authorities to allow the prosecution of
the offenses.

Usage of Cookies

On our website, we use so-called "cookies" to make browsing more useful and reliable. Some of these
cookies are essential to the operation of the website, others improve the user experience.

Most web browsers are configured to automatically accept cookies. If the user wishes to customize their
management, he must modify the settings of his browser.

Google Analytics uses internal cookies to generate reports on users' interactions with Google Analytics
customers' websites. These cookies are used to store information that does not personally identify users.
Internal cookies stored in browsers are not valid from one domain to another.

What do you not see when you use our platform?

Privacy Statements for the use of the Digiteal web platform

In addition to the privacy statements on our website (see above), we would like to inform you of the
following:
Linking a bank account:

o To take full advantage of the Digiteal billing and payment platform, you will be offered to
link one or more of your bank accounts.

Since Digiteal is recognized as a banking institution by the Belgian National Bank, our
company is subject to the various rules applicable to the sector, such as the fight against
money laundering, combating the financing of terrorism, etc.

o For these reasons, we are legally obliged to identify the natural person linked to the bank
account of the latter or linked to a legal person. In this context personal data are
requested such as:

m Identification via identity card
Last Name/First Name
Address
Bank account(s)
“KYC” (Know Your Customer) Rules

Bill presentment
o If you request to receive your next "lambda" supplier invoice in your Digiteal environment,
you authorize your supplier to send your pdf invoices to Digiteal so that we can display
these pdf invoices in your environment.
o When a new invoice is presented, an acknowledgment of receipt will be sent to the issuer
of the invoice
“One-Click-Pay”
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o Information about the status of the payment will be sent to the creditor of the invoice (the
issuer): payment initiated, outstanding, paid, rejected payment, programmed automatic
payment.

What do you not see when using our app?

Privacy Statements for the Use of the Digital APP

To take advantage of Digiteal's services, we provide you with a mobile app.
In addition to the statements on privacy in relation to the web platform (see above), we would like to
inform you of the following points :
e When using the app, we collect the following personal data for statistical purposes and to improve
the functions of the app :
o identification of your device, your mobile device number / PUSH (IMEI = International
Mobile Equipment Identity),
o Your IP address (in case of onboarding on the platform).

We do not pass on your data to third parties for commercial purposes but only for operational purposes.

e Storage: the data you provide us during registration or the ones that your supplier provides us is
are securely stored in Europe (Germany) with the Amazon Web Services (AWS) provider. The
purpose of this processing is to allow the archiving of your information and documents so that you
can access them at any time.

e Support: some of the data you provide us during registration can be securely stored in Europe
(Ireland) with our supplier Atlassian. The purpose of this data processing is to enable our
compliance department to check the compliance of the provided data in order to fight against
fraud, money laundering, etc.

e In order to make the app work properly, the app uses the following functions and sensors via the
interfaces of your mobile device :

e Localization information: When you use the app outside of the European Union, we may
collect and process information about your location in real time, if you have enabled the
location function for this app beforehand on your mobile device. We use different technologies
such as IP addresses, GPS or other sensors to locate you.

o The purpose of this processing is for the purposes of potential evaluation of fraud and
alert generation in our system.

e If your mobile devices has a camera, the latter is used to scan QR Codes. It can also be used to
do pictures of your identity documents while subscribing to the service.

e When the app's messaging service is enabled, you receive push notifications on your mobile
device. This service saves your linked keywords and the push ID of your mobile device in a
database. The sending of messages is done through the push services of Apple (iOS devices) or
Google (Android devices).

e The wireless connection of your mobile device is used by the app to establish a connection to the
Internet.



P digiteall

e By accessing other functions and sensors on your mobile device, the app can access data from
the internet and process error messages.

e In the event that you consult the websites of partners (billers) from the Digiteal platform, the
privacy policy in force on these sites is independent of that of Digiteal.

Why collect and process this data?

Personal data is only used when you make it available to us, for example when you subscribe to our
newsletter, when you make a request on our contact page or when you register on the Digiteal platform to
take advantage of ot services.

The information provided is transmitted in a safe manner. This protects the communication between your
computer and our web server, and this makes it possible to prevent the misuse of data by third parties.
For encryption, we use SSL (Secure Socket Layer), a system recognized and widely used on the Internet,
which is also used by banks and the current version of which still offers the necessary security.

All personal data on our website is collected, processed and used on our website in accordance with the
legal provisions concerning the protection of personal data and only for the provision of the services
requested by you and for the processing of your requests. As part of payments processing, we work with
a banking partner. This bank is contractually bound and has an obligation to respect these rules of
protection of the private life.

Storage period

The controller shall keep personal data only for as long as is reasonably necessary for the purposes for
which they are collected and in accordance with legal and regulatory requirements.

At the end of the storage period, the controller shall make every effort to ensure that the personal data
have been made unavailable.

Security

The controller shall implement appropriate technical and organisational measures to ensure a level of
security of the processing and data collected with regard to the risks represented by the processing and
the nature of the data to be protected appropriate to the risk. It takes into account the state of knowledge,
the costs of implementation and the nature, scope, context and purposes of the processing operation as
well as the risks to users' rights and freedoms.

The controller always uses encryption technologies that are recognized as industry standards within the
IT sector when transferring or receiving data on the website.

The controller has put in place appropriate security measures to protect and avoid the loss, misuse or
alteration of the information received on the website.
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What rights do you have regarding the transmitted data?

As Digiteal is responsible for the processing of personal data, you can ask your questions to our DPO
(data protection officer ) via dpo@digiteal.eu

As a customer, you can always question us about your personal data and ask what data it is (your
personal data is what you give us).

You have the possibility to ask for the right to the deletion of your data, or the right to forget.

Digiteal (Teal IT S.A).
Rue Emile Francqui 6/9
1435 Mont-Saint-Guibert
Belgium

This version of the Privacy Policy is dated 30/10/2018.
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